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Abstract

Cross-domain overlay networks need to provide users with stable low-latency, high-
bandwidth, and low-loss transmission services while reducing operational costs. Tradi-
tional approaches usually rely on dedicated links to guarantee service quality, but such
links are expensive. Existing traffic scheduling methods try to offload traffic to public
Internet links when their quality is good. However, real-world measurements show that
quality degradation of public Internet links often overlaps with user traffic peaks, mak-
ing it difficult to effectively reduce the peak bandwidth cost of dedicated links. Existing
end-to-end redundancy coding methods can mitigate packet loss, but they do not distin-
guish quality differences among individual link segments and may introduce unnecessary
bandwidth overhead on high-quality segments.

To address these problems, this thesis proposes a segment-level link quality repair
method for cross-domain public-Internet overlay networks. Under an all-public-Internet
interconnection setting, the method applies forward error correction only to low-quality
link segments. It consists of three key components. First, an interleaved XOR block code
generates independent repair packets and spreads burst losses across different recovery
groups, making the scheme suitable for diverse traffic flows. Second, a three-state packet
loss channel model estimates link conditions from decoder-side loss statistics and guides
the adaptive selection of coding parameters. Third, a PI-controller-based pacer smooths
the bursty packet output introduced by group-based FEC recovery before the packets are
delivered to upper-layer protocols.

This thesis implements a prototype system in Rust and evaluates it in an experimen-
tal environment that emulates low-quality cross-domain links. The results show that the
proposed method correctly identifies low-quality link segments and enables FEC repair
on them, while keeping normal forwarding on loss-free segments. With link loss rates
from 0 to 2 %, the proposed method achieves up to about 3.6x throughput improvement
compared with direct forwarding, demonstrating the effectiveness of segment-level link

quality repair.

Keywords: overlay network; forward error correction; public Internet link optimization;

link quality repair
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R FEN P GACTARA R EF TAE. 3.1 1 EENH 7 40 Tk
FAFRNBON) 2 A8 R T A B o X 2% 0 LR B SE R, 3.2 19 21 I 25 2 % 14
FEAME, I E R 2 R T TR E BRI R 2 S BOR, EEECEATH
S A, 3.3 W T SR E WS B IER R AT E XIME% (Software Defined
Network, SDN) I, Ll 5 HARRKI — L TAE,

3.1 =M. BEMESEERAN

= P28 2 IR S5 R P v SRR X 28 B 5 Tt D — P IR 95 104745 52 (Infrastructure
as a Service, 1aaS) FIF AL IO, B Bk O AR 2= 48 IR S5 7 L R 44 4
by TSI 4% X 2% YRR A O NI TE R A S R I R B
XL TR H AR, oAt IR 55 SR A B B A N P P 4% 75 B0 S 25 i 55 v TR SR AR 1 %
W, R BT . 5% S N 2 HOM S A H AR AT 3R AT 5 E AN, = 4%l
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P B EIAR, = RIS b 7R B IR AR AR 5 P A, = 4
() RE AL PR AR BRI AT AR & FH P FJoR s e 519, I A& VB CEIE
R B URAT B, [RIINE 2 MR 55 R R LA JE sk 0o i 401 5 Y5 A0 A b 1) 5 2t o B U0 40
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TE ik 2= W 2% TR 26 E A 7B a5 N 4%, DA o Rl Ak 5 25 ik 55 ry sk
A7 5 O 5550 28 () WO B RS . 0T R SRR s . Bl el B
MR 25 B AP 5, ELHE A BRG] A A 4 3 0 0% B it 160 AN (00 2 R UG, T
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7R T W 2 T R R RS IR, JRIE A T R AR E . R R
AR R . b, 78 as WS BER K T = 28 % 7 30 38 ALty R A %, oA
Jo CEAR A BE PR U S RO EAT RS R SR TR AR, EAE DA 1P M
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FA R, 3T EEAH N ()35 22 5 5 AL o
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YT F IR Overlay BB AR FEAHE VXLANIS . NVGRE! Al Geneve?Y14%,
EAERR AR PR BHLEI A A 37 5 B SR A

VXLAN (Virtual eXtensible Local Area Network, RgflaJ 4 f& i i I8 iy
IETF ] 5 ) AU ER FER 2 —, T2 N T AEH O AT = k2% o VXLAN G
MAC over UDP (7530, 8 —JZ [ LUK Miids 542 UDP ik SCrpo@d 2 AL, %)
REAU 2 P AE = JZ 28 B At EEAT I e . VXILAN {8 1] 24 BUAF 0 RESDLRY 45
#RIR (VXLAN Network ID, VNI R [X 73 AN [&] (i B2 DL AR RY, 7T PSRl A% 48 VLAN
(11 4096 AN REFAN 25 B 2 B, $RAE2Y 1600 J3 4% FARSZ 1 UL R4 . VXLAN
P BCRE Y38 1) — 2 W 2 Bl A N | VXLAN 63k, 2 5 R AR a2k AN E
HILLK TP A1 UDP i 3CK 5 A& A M . VXLAN AL )3 3 S 4% it VXLAN
B% & % 5 (VXLAN Tunnel End Point) #£47, VTEP 51 5344 MR ALk N BE 18 () 0 1
ITEIRE, WA TTIE AR TE U R B B BEAT AR ) 2 Ja A AT 2 R UL . X 43 VXLAN
BEIE REFMLIE D], T 5 AR 2% KRG VXLAN FIH A H) UDP 1£ 4L
HIFE I 2% rh ST REIE, A, RO R TR .

NVGRE (Network Virtualization using Generic Routing Encapsulation, &% H
Ja 2 1) 099 245 2 UM A O T OV I g — o 3 11 R 0L B 3 PR ﬁﬁﬁ(jzﬁf“ﬁﬁﬁiﬁ%@kﬁ’]
Hyper-V IR H Y. NVGRE ¥ — 2 MAC B335 7E GRE R%is (U Py il
WM1Li%, FIAH GRE Pl H 1 Key T B8 8 5T & 1 L AR 1R (Virtual Subnet
ID, VSID) LK fiFRIR (FlowID) . NVGRE [A#f L 24 FLAFR IR HE A0 R 25 (1 4 FK,
DRt R BASCHF 22 29 1600 J3 A REAUL T [AI, NVGRE SCRFE [R]— 79 ik
— AR PR X 0 AR BRI, D9 SR A A B S AR E AT SR it 1S
Fo IR, X BRI 48 B A B A& VRN AL BRI Be 7 BLIRE ), X AE A P
ok T — KBk

Geneve (Generic Network Virtualization Encapsulation, 1 FH 52 L4k 9 25 Ff 25 4
AOROVIE TETF 5542 H 038 A PR 4 R UL B 6 0, B AE LR — T4 J (¥ 2 4%
AR A LR VXLAN. NVGRE 82 MBIE N, PAYERFAESSE—. Geneve tB
K MAC over UDP )&%, il 1 R & e B ) oot A% 18 B G a2 22 P 28 RE UM L
3R . Geneve tH i F 24 LA A0 LM 25 F8 2 (Virtual Network Identifier, VNI) KX
S ANE AR 2%, SCREII I 25 4 5 VXLAN. NVGRE %5103 . 5 VXLAN
LA, Geneve FUVFAE k&R Ja i In vl A2 B AN HCE FOFEHI AL A (58, AT
LA R0 R AN R REFL M 28 B 75 5K, 3858 1 AT et . Geneve P BSLE TS T 7T 1B HY
JCEE A, RRVFEAME SR BT S T 5IGEDIRE, BH#EH ok E 4B 815 5
BRBEE T G 1 S R 225, AR N E 2, ﬁ@ﬂﬁfﬁiﬁ?jﬁo
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3.2 MK

ER 5 5 11 EL 3 W B B 1y - SRR H LA 28 B e e s AT WP I, A S
YL E R B IR 5] o AEIX AR & A BE G BT MR dm i, RIGERERK IS A T F A%
i v, Mo I R EEGR RS . BIAE TCP R 45l S L4 b SGm i = AL i {7
T EARE R nT Btk EYERREIZE . IXJE N TCP WUk Sk I =545 R AE R
DRI Bt Al i 28Tk Efelionm, RIMEEH 13T E8 ACK RYHREELILA], 0
K 3.1, KRR ER A 2 D B2 [ oA i 25 B —— 1 SRR E i B AL ——
H Ik v AL AIEIE R 1) RS, £/0 75 B MEIRI SE (Round Trip Time, RTT) 74
REKE o X T 5 AE = M P (S I EE AR IR I SE T AEA 2 300 ms BRAE K, 4
BEZE S i) Z AR E AL P28 5 SR BRI AR, B2 RO 5 i SR 44 Al 55
GNSCAL LR . AU T 55 N 0 P AR 56

Bl RIE
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EEACK >
ACK ﬂ) ’E‘ZAélfﬁ%z%
Packet=1 i R E(L
WEIEL ,
{£3XACK

ACK=3\)

K131 BMfgE R A T PRI EAA L], TCP 3IH R E—AMMEIRE E A REkE E 6

EEXFG A, WESUE AR T 2RI S MZSRAS (Network Coding) 72
—RAEFIE L R T 2 B BOTAT A S TURAE BB A I BOR,
ol AR AN RS AR R s A A, T o 4 ) At B 85 s 2 1 el Bk
P A R SRIRAE IS, R B 8 AE W B R e 15 2R I SRR Bt o X 45 2 B
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AUV TR A et W sm n] S B G B I BRI A A R fERE R B B s,
i i P B — M 48 G 7 1 2 T TRl 24 45 9wt (Forward Error Correction, FEC) .
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R RRN, Bl o 7 15 R R I v BERTAL EARATE R, TR DO A ek 2
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321 FEBEHITE
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DLAE — 355 43 i 60 25 2R 0 TR B 473 | F AR R e e e 381 1 A 5 . Bolot 25 A 71T
IR KB Bt B H RT AR P S IR 5 D 1 L TP LA A (R 2 B R R B A
BERE ) E ORI Z BT AT, AT B0 25 130k 43¢ B 0 006 1) A 22K T B R Uk
H, PRAGIETE F P P RSS2 )5 Gandikota 25 A PSVEE PR RS F 3L H AT DUE T 2
EAR g, A RIUREME SR b £ 00 - NMEE B . Gandikota
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B KRR L1 RS AR AE M 2% b 5 B BRI A% e, DARRAREAE A =2k
M. $2THA P A% Huang %56 A BV & Skype B ZEAN[F] 26 I 45 56 14
WA, BINIE 1 AR SCTCAR i AE SR TSI T8 5 38 Ul FH P AR 36 i (RO AR AR A

,—’ TRE
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3.2.2 HATTERS

i H R R IA B R 75 sAS I U AR BOR A B, B 2l R (R TR T4
N T REITURE BRIRERCR, WHuaAlet— D 73T 1T RS Rl Y
EALA . XOR ASAN R-S f4 /BN EEH TURM B K BN Wil 3.3, X P25
LN S, R IR EE 0 N n A BEEE 4, TR A BIE A kA
TURBIRBIFR n+ k DNEHE— IR, Sllom FIRE LA AL 34T ZE KR .

n MRS kNTTRE

K33 AN n ANEEEEITIN £ AN TTRE

7E XOR Zwtarf, n WJLUNAEEAE, MEE k=1, TURBIEEE Ira H M %
P A AT e AT B WRE o R R T —HBHR eI n+ 1 MR
n AN, R E AT DUE R E 2 Bl ) B A 34T R elis B E A3 3], XOR
i n] DAE— Al R n+ 1 MEEREE— D@ S RIRT 0 ANERHE R K
2, HRORERTWABEZM, N AREKE TR KEYE. XOR BHTHHE
{5, TUAR AL AR BORT 25 2k B8t R0 kR 0 A e AT ) e s BRI AT 58 i, 1s ST 4
N, AESE R R [ e & B, X H N 2D EERE R A R

NREKT XOR it s, #F 1960 £, Reed 5 Solomon #2Hi T R-S w12,
R-S b LRIE, XFT n DMEERAM £ NMEA R B EHRITIREIHE n+ k
P, o R EEUE] T HARMER o A, SRR IK S H T A I R A6 HOE
o FHET XOR %wfd, R-S JmtS itk E eI HBKIIHET:, BeSAE R — i
BB Z ) EERESEN THITRE, MEERZ RS | RSN ERE KR
% k NEM. RS gty 32 F TS R B, Lin 2 A\ POE 78 8 4%
Jr BN B RS B AT FEC Znfid, 20t 7 AR ROk . 58 2 1 HAm A 7t
FIEFEE AW EE 5 5 DA E i 2H (Group of Pictures, GOP) #EAT 4 Al i 4
P, 34T FEC Zwf DAFRTH AL 5 B . Shih 28 A\ 713 b 6k 4008 ) 5 S o 1k
17 FEC T4, 1-TF 1 B LA A Jm 2 22 AR o< Bl Py i T o &, A3 R0 It 7
L T B . Xiao 25 N\ P8 50O LB A Y g AN TU A 2 7 AL 5 i i g e
TUARPEE, FEANREER MO0 FHEA 7 IR . Yang 26 A POV 3@ A S AR A (5
P A J5 o0 AR RS A RS2 MR B 8], Bha iz FEC Z 3 LA THH P IR 14
5. Kurdoglu 25 A\ BO LK FEC TUA K S gmtmiR . gmid & 1h 250 L g fis 7 w055k
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aitte, B tEA I R R S ARG K B v (1 — AL SR br . BRI S, XOR
A R-S 2 A AH EL fi] B2 1) U R B S i O CR KB RGR, DRI iz R K
I ML i <5 7 55t

SR, R-S Zwhid & DLEHR AN AT A% SRR, HAK R BE 1Mt 4
IminZE i EEBEAHL TR OHE k. LM% B EEHFARMALR), 753
Oy BT RE TR N 2E . LRSS RS R A LS R A B, XL
Y T WARAE I R-S g AT ZUE, N T REIIIKE BdE, L AUZ R ZER
FIRETEDLRE n 5 ke HORERT UL, T 3o 30 0 A A5 SR 0] I 2% (R 100 7 A el T 350
Woftitt, 7 N IS E TR & PR R A B R AR KT . X3
FEHAMAREEEL E BT, RENITUREEIRS, S 7 & 58 R
REA ROMIRTHE S . VPt ia &, S EATIRE 17324 (Interleave) AR
el 3.4 s, SRR A H A AR L R, 845 S R4t FE
Bl riEsE RN, EUPBHEZ A F g AL AR, AT R G S 4
i ZE N I Z AL EE IR N B, AT B 1 AR R 2 TR R

< RIJEE d >
—— e A .
] 2 3 4 >
IR
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> 5 6 [/ —— 8 —»
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—>
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1 [Hl2 [Hs [ile ]
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____________________________________

Kl 3.4 ZHRWERE

Liu % NBUSR 7 —Fh7EHF OGBS 3 57 R F A SR 88 & AL J7 vk
ZITVEIE I S R R BN X 48 RS BEAT A, I RS TE K “TF RN a7 A
BT TA) 7, A A A A A 0 SRS TRV R, R R A PR %
X K/N FEC KR ZEME EIREFEN R, BRGNS EMN FEC 4. Yin 55
NB2L FEC 22 434t B T 2 B G260 45 (I 37 Beh, 7E45 — Bl R i
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ARSI B3 e () FEC g5 X A3k N 2EAT Wk R A B b h 0k 25 il A
FARW T MR B e RE L SINERER TS, AN SR T — A T
TEAR IS R LA S HOEAT AL I T

o AR R i e v b ] B R ) BE R R K DU RS B TE SR R A Al S,
FVFIBIL R BESHE SR TUR R IENANFR ZRR WSS 25 THER,
A LA ROt S JL SR R 4% TR AR IR SR BB AR, 153 T2 N

323 RATLHKS (Streaming £5)

XOR. R-S 5577 4R EE & 22 23 CL2e B i s N W 4% o 1) B el i, (ELR X 48
GRS IHANRE A2 — LSNP E R SR RN . Wl 3.5, i T RS TR Bl w
R XS AT A N AR R T RS 2], BRIIURE B AHE T BE g
Z R EARE T EIREM A A, X B R £ F R SR L n A
M2y EZEHFEMHICREBRATIE, 7 RIS 8 0 12 50E 0y
BN E RN, BllomniE R ST e S AuE iRt L, B RN IR
BRNEIFFE BRI 25 (R PR S A I T 2 I 25 19 0 o 1 6 SE o %o T S
VEZORE R AN, BIAE A 28 RE PR S M 5 O Mt Xt o ) AL A3 ot s A3 0 9
AT e 2 R RN R, AT JE AT s F P AR e
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1207,
TR IR E BN
3.5 S 4L o ST R AR S T A LBk A RS 5 Ak S A

FF Ik, Martinian 25 A2 H TGRS (Streaming Code)'¥ . 5L 453 [
SEgAGELR) FEC AN, I 2Ug bk B 5 N 18] & 1 ()5 AR Ui 4544, 4 [m]— I Z)
HA A TR R B B N B 5 22 2 DM ZR R B b, ITTZE RS R4 1
RREEFRBERIT . BN, F—I %01 = 0 SB R, FHAHRIUR AL T LT 4
AL, BNl = 1,2, 3 &/ 2N 20X BN . 21 =0 IZI
B A BRI, Bl T LA 5 22 T ZIW 3 1 50 s P 2 N 25
HAETRB A IR AR RGN SE N SE VK, 1T 0 75 S5 A BE A g i S iR IR e Bl 1%
B Ge 08 E DRIEELE R K AWK E RE I EIN, BB PRI EiR, B 15
I AR SRR I ZE AL Fi 3% 5t . Martinian S5 N@E—2DUER] T, fE4 EMREHR K E
BRKEFMAET, R A2 E e E R/ MKER L R . O8fF —%if5
TAE B33 S50 i 2N i S A 1 S S TR (S 4, 3R-18 17— 2 MR IE T .

BT [ea) 2 A BRI T M 3001 T 7 B8 B S ROR I TU R LA, R R 3 455 A7 PR IR
BRI A MS, FEHE— B A 255 S ORI 1) 248 5 4t A PRGNS S 37 G
gt gty . AFZEAE FEC HLRIETLRITH . SRR 68 )1 UL IR & N 145
J7 TR EE e ] B A2 o HE SRR A PR R S, EITAR AR BUIK: XOR
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5 R-S A5 4LA RENS i 2 5 M URIK R ACR , (HIEH 7 B A g i 4L 58
JJE A REEAT R s T 9T 3 L D e e B I 1) 7 1 AR I ST R TR AP, AEDRIER K
AWK R BRI BE— 2D B AK T RS A5 I E , 508 A T SR 5 A AT 15 51K
3375t BRI, AT AETUA R KR RE 1 SR E N IE 2 8] ]S T7, 2=
IR % I R PIE 15 SIS A i e ) S 5 D

RAEIAT FEC BOR DA RENS A RR THIR B B M 45 A B b i Sl Ik R e 71, (H
R 2 Bt 78 BTS2 R AS B (VR B ML RE . TUARICR LU K SR I SE 25 ) i, T
HERNER R A g ie Qe g, MR it — 0 25 FEAS A X 2% B % 2 8] F) ot 22
SMAZER . a5, A FEER AR R N B R A F R s i e
SHTTRAS, W4 SRR S S SR FIUR R s, Jfit - PIE IR E IR
SERPLA B AL TR RE 5 M2 A, 3R AE A 2E— D Wk FE I ) 7L

3.3 HMHBEXMBZEWERAE

B XM 2% (Software defined networking, SDN)  $i F & K (X 4% p 84N
WA B - [ 5 # )~F 1H AAS, SR AT I B 4% . SDN W28 KK a4k 1 )
25 0 AN GIARE . T B IR s N 2 S Herh R R AU 4, S B4 (R
2550 % BH SDN Gt —42], {H 2 &N 2% [A) 1R 95 S B IG3a o 70473 | El A% 438 1) X 8% i
HRIRAEER:, B T IRSTREAE € XM% (hybrid SDN network), 1K 3.653%1,

=l

[ 32 songs
A 1EF MBI

o
PN

K 3.6 &4 SDN M4

BEE 2 T 555 S TR L P PR A JE - IAR 2 I 4 v ) e e B R A 4 2
K, P ARSI S IR S5 R e VE R ZOR AN T . RIS U = W 2% 1 5t
ANR) TS fUZ B H I AR R AR B — ) BE R ER AT, T ) REARAE 2 B AN [ T &
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ANFEN G AL RE RS . BN, V2 = IRSS  [FIIN SR A PO BE R HEK S L 268k ik 1
BRUOI Yo, £ 2 M B B E AR, FRNECRERE, H
& A5 A P A s T A PR B B AR AU, ED2S 5 52 B 28 T 28 L iP5 3
B SR R, B AR, FRERsh& R, 5, B RS M
25 A BATATIE =BG N TR BN AR A, A4S AN [F] 4 2% LEAS [F] IS [A] B N S22 0 H AN [E] 1)
PEREFRFE .

TEX IR, AR A% 28 0 2 75 245 Hb 1B 955 ] e AR ek A2, M D[R] B 3 2 AN
[FMP 55X Frik . I RE . ATEEPE DS S AR S T R oK. A2 R, 2T SDN
(178 o5 N 28 Be i AR b s il i 07 5, R 28 R B BRIR S L 1T SRR DL Aol 5%
TR AT G — B, R MO RS AT T S R AR, T B R R A
A2 BE s, FEAEHPERE . AT REME S AR Z (RISl . DRI, dnde] B 78 5 X 2%
55 SDN B840 SEIW v R A W 28 R 55, 3283 B N 185 33 2 I 8% 55 ST IS 8084 A% iy &0 i 1
BT TT1A) o

B W) — B8 A = B A T 28 L S5 B R SRAT 7 T - 78 2 X 45 (1) R
SEAIH Anderson 25 NFEH PO, ZTAEH 24T RON X —s2i0 M o5 4% . %
TARSRH 7 2 W H A B AH 2 1 — 65 5 EH SO — 78 5 X 2% 1 AH 21
1AL, BN RON T 5. %> RON 79 s 2 [Hl I A W ST E R, TR Overlay 2%
R REIOEERS . R TR K ThEe, RON 79 s [BlAE v] LU FE8h 8 1 77 20, X gEar
o AOLEE 2% BT A S HO VD B B B T B AT SE I B, RN B S R S B iEHgs . Y
&P v Ay Bl IS RON W28 b AT 42, P8 2800 1 276 78 e 78 25 WX 2% o BT A T
FBERER R, S8R A& % 7 i AL 5 & K I BE RS AR BT 2 . Roy 4%
N BTVRR Y % b T SR A TCP MEREEE L6 hR,  IF DUHCARR AL & AT ik %
TR T ZFA R RSE, BIETOHE BENLEE L E FRA 5%, 3%t
PARHE AR A AEAS R U B, A P R AR A 75 22k %

Pl = Rl =<F 1 BV el 28 71 IV (5 D V1=~ i A 4D v o -0 S 2 E = (T K 7 R 8
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